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Towards Security Functions for Mobile Agent Systems
Yasuo NAGAI

Mobile agent systems provide a new paradigm to distributed computing. Key elements of mobile
agent systems on distributed environment are the security functions where the mobile agent systems
can protect themselves against tampering by a malicious host (ex. code and execution integrity), the
mobile agent systems can cancel the program they want to have executed (ex. code privacy), and
the mobile agent systems can remotely sign a document without disclosing the user’'s privacy key
(ex. computing with secrets in public). In this paper, we describe and discuss the security functions
for mobile agent systems and survey the security functions of existing mobile agent systems.
keyword : mobile agent, security, network, software, Java
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