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Abstract

Security characteristics have changed, and as a result, companies need to
changes their structures in order to promote flexibility and organizational improvement.
In many cases, companies neglect security holes and vulnerabilities, realizing
information security deficiencies only after they are attacked. For example, Sony
Computer Entertainment leaked the personal information of 100 million people through
its PS3 game console service site by using an old software version of Open SSH 4.4;
which made it easy for hacker groups to invade the site. Because Sony failed to
implement vulnerability countermeasures on its website, hacker groups were able to
carry out an SQL injection attack. Clearly, it was the responsibility of Sony management
to ensure that the organization properly addressed vulnerabilities directly derived from
its computer systems; management also needed to concentrate on the organizational
deficiencies caused by its people.

Barnard (1938) shows the result of a profit-first, efficiency-oriented and
results-based has led to the corruption of the legitimate evaluation of the organizational
members, and strongly enabling certain people to monopolize positions. Furthermore,
differences in position caused several disparities in people’s wages, reputations, and
dignity. As a result of these acting as an inverse function of the hierarchical organization,
scandals and accidents occurred. Furthermore, efficiency was determined by the
relationship between investment and production in Taylorism, a doctrine that constitutes
the basis of the production activities of companies. Simon (1997) shows that corporate
activities are significant and meaningful only when their social value is adding to
organizational objectives and that social scandals and accidents occurred due to
disharmony between organizational objectives and social value.

In both cases of Dai Nippon Printing Co. leakage incidents of 8.63 million
personal information, and Benesse Corp. leakage incidents of 23 million customer data,
the information security incidents occurred due to disharmony between organizational
objectives and social values in an organizational structure, which allowed
subcontractor’s employees to steal personal information. This structure is similar to that
of the construction and civil engineering industry in which there are multiple layers of
subcontractors, namely Tier 1, Tier 2 to Tier 5 and the bottom layer is comprised of
self-employed craftsmen. This structural flaw constitutes an inverse function of
hierarchical organization, which triggers information security incidents.

A previous study of this research in which 43 organizational factors of corporate
scandals were conducted by a group led by Prof. Takahiro Hoshino (2008) of
Hitotsubashi University. the number of organizational factors were narrowed down to



the main 11 factors using a covariance structure analysis. In addition, Prof. Osamu
Mano (1989) of Hokkaido University has insisted the existence of lateral organizations
which are “a result of voluntary agreements between persons or groups of equal
positions for the purpose of achieving their individual goals” (p.2). The incident at
Benesse Corporation in which the data of 23 million customers was leaked by
subcontractor’s employees. This is an example of the negative mechanism of the lateral
organizations that insisted by Prof. Osamu Mano.

In this research, applied Prof. Hoshino's approach to organizations in which
incidents have occurred and similarly induced the 11 main organizational factors.

Based on the 11 main organizational factors, applied a correspondence method
to 186 organizational samples in which incidents had occurred within approximately the
last 10 years, between 2006 and 2015. With a cumulative proportion of 56.8%, three
axes were derived and named as organizational attribution, professional consciousness
and power of internal control. Based on the three derived axes, hierarchical cluster
analysis was applied for the sample score obtained for each organization. Then
classified the organizational characteristics of companies with incidents and identified
the mechanism behind the occurrence of the incidents. The result was five groups of
bureaucratic self-destructive organizations, none-belonging organizations, purpose
camouflage organizations, unguarded organizations and outlaw organizations.

On the other hand, the organizational roles, responsibilities and authorities are
defined in Clause 5.3, and Clauses 6.1.1.a) and b) of ISO/IEC 27001:2013 stipulate
“ensure the information security management system can achieve its intended
outcome(s)” and “prevent, or reduce, undesired effects”. In addition, as measures of
information security incidents, 114 management measures and 35 control objectives are
listed in Annex A of ISO/IEC 27001:2013.

This research proposes a five-process method for identifying the relationship
between aspects and impacts applied to PIlI (Personally Identifiable Information)
protection management systems and environment management systems. This method is
based on incidents resulting from different organizational factors specific to selected
organization types.

For each type of organization, the research identified the relationship between
the aspect (defective organizational activity) where the incident occurred and its impact
(the effects of defects on information security incidents). Their respective organizational
improvement measures then were induced. Finally, the effectiveness of the five-process
method was verified, both for the IT department at the Saudi Arabian Embassy in Japan
and the Arabic Institute at IMAM Branch of Saudi Arabian University.



